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Digital Health 

and Caregiving

Mission:

Cybersecurity

OUR MISSION: 
We strengthen the competitiveness of the tech and innovation economy 

by driving strategic investments, partnerships, and insights 

that harness the talent of Massachusetts.
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Municipal Cybersecurity 

Threats

What are they, and 

how are they changing?
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Threats
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Ransomware Kill Chain
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Threat Targets: Information and Safety

Federal Trade Commission https://www.ftc.gov/tips-advice/business-center/privacy-
and-security/data-security

National Institute of Standards and Technology
https://www.nist.gov/news-events/news/2015/12/nist-seeks-comments-

cybersecurity-framework-use-potential-updates-and

https://www.ftc.gov/tips-advice/business-center/privacy-and-security/data-security
https://www.nist.gov/news-events/news/2015/12/nist-seeks-comments-cybersecurity-framework-use-potential-updates-and
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What is Cybersecurity?

• Sensors

• Decision aids

• Defense 

tools 

• Leadership Talent/employment

• Training/education

• Citizens

• Cyber standards 

and procedures

• Incident response 

plans/ recovery

• Engagement
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Cybersecurity Toolkit for Municipalities

https://masscybercenter.org/municipal-toolkit

https://masscybercenter.org/municipal-toolkit
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Minimum Baseline of Cybersecurity for 
Municipalities

A framework for helping Massachusetts municipalities 

improve their cybersecurity posture and protect their 

municipality from cyberattacks using people, process, and 

technology.

Four goals:
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Minimum Baseline Learning Modules

Introduction to the framework and goals

Using a notional cyberattack occurring in the fictional town 

of Massboro, the first module introduces the Minimum 

Baseline, and the other four modules explain each of the 

four goals.

Go to MassCyberCenter.org and look under Resiliency to 

experience the learning modules and learn more.

masscybercenter.org
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Third-Party Risk – Review and Manage Contracts

• Review Contracts Carefully

o When does the vendor have a requirement to 

communicate an incident to you?
SUSPECTED vs. KNOWN Malicious Activity 

o What are your contractual obligations?

o What are the vendor’s contractual obligations?

• Best Practices

o Service Levels – Contractually defined

o Contractual Obligations – language mandating specific behavior and/or 

action by vendor 

o Governance - Defined periodic meetings with service provider reviewing 

performance

o Special Termination Rights – ID in MSA or supporting SOWs

Third-Party Risk can be defined as the potential risk that arises from an 

organization relying on outside parties to perform business services or 

activities on their behalf.
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Commonwealth Resources for Municipalities
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SAVE-THE-DATE

We hope to see you there!

For last year’s Summit, check out the recordings at 

http://masscybercenter.org/events/massachusetts-

municipal-cybersecurity-summit
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MassCyberCenter Team!

Visit our website to connect with us and learn more:

MassCyberCenter.org

masscybercenter.org
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ADDITIONAL 

INFORMATION
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Minimum Baseline of Cybersecurity Goals

Benefits 
• Reduce risk of cybersecurity incidents by improving the training and awareness of 

system users.
How
• Annual individual employee cybersecurity awareness training.
• Make it easy and put incentives in place to get it done.

Benefits 
• Respond faster to threats and improve regional awareness and resilience by sharing 

cyber threat information.
How
• Sign up for threat sharing alerts through MS-ISAC or CISA; get to know neighboring 

towns; join a regional IT group.

Benefits 
• Strengthen defenses and minimize cyber incident impacts by creating an effective 

strategy for handling cyber incidents.
How
• Use tools and resources to create a cyber incident response plan to protect against 

and respond to cyberattacks.  Go to MassCyberCenter.org for more information.

Benefits 
• Reduce the threat of cybersecurity incidents and minimize incident impacts by 

implementing best practices to make your technology environment more secure.
How
• Some basic best practices for getting started include backing up critical data and 

systems, requiring strong passwords, and updating and patching systems regularly..
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Minimum Baseline of Cybersecurity 

Goal 1

Benefits:

• Reduce the risk of cybersecurity incidents by 

improving the training and awareness of system 

users.

How to Achieve:

• Implement annual individual employee 

cybersecurity awareness training.

• Make it easy to do the training.

• Put incentives in place to get it done.

Guidance and a list of 

resources to get started… 
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Minimum Baseline of Cybersecurity 

Goal 2

Benefits:

• Respond faster to threats and improve 

regional awareness and resilience by sharing 

cyber threat information.

How to Achieve:

• Sign up for threat-sharing alerts from MS-

ISAC (it’s FREE).

• Get to know your neighboring cities and 

towns.

• Join a regional IT group through the EOTSS 

Office of Municipal and School Technology.

Guidance and a list of 

resources to get started… 
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Minimum Baseline of Cybersecurity 

Goal 3

Benefits:

• Strengthen municipal defenses and minimize 

cyber incident impacts by creating an effective 

strategy for handling cyber incidents.

How to Achieve:

• Use the tools and resources at 

MassCyberCenter.org to create a cyber 

incident response plan to protect against and 

respond to a cyberattack.

Guidance and a list of 

resources to get started… 
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Minimum Baseline of Cybersecurity 

Goal 4

Benefits:

• Reduce the threat of cybersecurity incidents 

and minimize incident impacts by 

implementing some basic best practices to 

make your technology environment more 

secure.

How to Achieve:

• There are many best practices listed in the 

resources. Here are a few to get started:

o Require strong passwords

o Backup critical data and systems

o Update and patch systems regularly

o Do annual vulnerability assessments

Guidance and a list of 

resources to get started… 


